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IEEPA Enhancement Act

IEEPA Enhancement Act - October 16, 2007
(P.L. 110-96, 121 Stat 1011)

• IEEPA Penalty Increase to Greater of:
– $250,000 or
– 2x Transaction Amount

• Retroactive Application

• Congressional Intent

Enforcement Guidelines

November 9, 2009



The “Good” Matrix 

Yes, Virginia!  There is Risk-Based OFAC Compliance …

Then and now

• Appropriate Compliance Program

• Holistic Approach

• Value & Work with Regulators

Flag

Review

Report

Train

Update

IDENTIFY

Manage

MaintainTest

Delegate

Enforcement Guidelines – What’s New

• Higher penalty amounts

• General factors replace aggravating / 
mitigating factors

• New penalty calculation process

• New PPN process



Enforcement Guidelines - General Factors

General Factors – Purpose

• Determine appropriate enforcement response

• Determine appropriate penalty amount in 
penalty cases

No Action

Cautionary Letter

Finding of Violation

Civil Penalty

Criminal Referral

Types of Response

Enforcement Guidelines – General Factors

A. Willful or Reckless Violation of Law

• Willfulness
• Recklessness
• Concealment
• Pattern of Misconduct
• Prior Notice
• Management Involvement



Enforcement Guidelines – General Factors

B. Awareness of Conduct at Issue

• Actual Knowledge

• Reason to Know

• Management Involvement

Enforcement Guidelines – General Factors

C. Harm to Sanctions Program Objectives

• Economic or Other Benefit to the Sanctioned Individual, 
Entity, or Country

• Implications for U.S. Policy

• License Eligibility

• Humanitarian Activity

Enforcement Guidelines – General Factors

D. Individual Characteristics

• Commercial Sophistication

• Size of Operations and 
Financial Condition

• Volume of Transactions

• Sanctions Violation History



Enforcement Guidelines - General Factors

E. Compliance Program

• Existence and nature of OFAC compliance program

• Views of regulators

F. Remedial Response

• Steps taken
• Conduct stopped?

• Compliance program implemented/improved?

• Thorough review to identify other possible violations?

Enforcement Guidelines – General Factors

G. Cooperation with OFAC

• Voluntarily Self-disclosure?

• Provide all Information?

• Other Related Violations?

• Subpoena Required?

• Prompt Response?

• Tolling Agreement?

Enforcement Guidelines – Clarification

Voluntary Self-Disclosures

“good faith standard” would be administratively 
unworkable

“whether OFAC would otherwise have learned” = 
more readily administrable

“Regardless of whether or when OFAC actually 
receives … notice from the third party”



Enforcement Guidelines – Clarification

Non-VSD, but substantial cooperation…

“in cases involving substantial cooperation with 
OFAC but no voluntary self-disclosure… but the 
Subject Person provides substantial additional 
information regarding the apparent violation and/or 
other violations, the base penalty amount generally 
will be reduced between 25 and 40%”

Enforcement Guidelines – Clarification

• Tolling Agreements

“The final rule … clarifies that while a Subject 
Person’s willingness to enter into a tolling 
agreement may be considered a mitigating factor, a 
Subject Person’s unwillingness to enter into such an 
agreement will not be considered against the 
Subject Person...”

+ _

Enforcement Guidelines - General Factors

H. Timing of Apparent Violation in Relation 
to Imposition of Sanctions

I. Other Enforcement Action

J. Future Compliance/Deterrence Effect

K. Other Relevant Factors on a Case-by-Case 
Basis



Pre-Penalty Notices and Settlements

The “Other” Matrix  - Base Penalties

Applicable Schedule

Applicable Schedule Amount means…

Amount Transaction Value

$1,000

$10,000

$25,000

$50,000

$100,000

$170,000

$250,000

<     $1,000

>=  $1,000      and  < $10,000

>=  $10,000    and  < $25,000

>=  $25,000    and  < $50,000

>=  $50,000    and  < $100,000

>=  $100,000  and  < $170,000

>=  $170,000

TWEA cases capped at $65,000



The “Other” Matrix  - Base Penalties

Sample Adjustments

Substantial Cooperation non VSD (25 -40%)

First Violation (up to 25%) 

Other General Factors 

Result is Proposed Penalty Amount

Enforcement Guideline - Priorities

• Limited resources

• Target most significant cases

• Intentional/reckless conduct

• Value of transactions at issue

• Nature of practices

• Foreign policy/national security goals

• Joint settlements with other agencies



Recent Cases

Compliments to 
Norman Rockwell…

Sometimes the bloggers 
don’t know what                            
they’re talking about!

ANZ – USD5.7M settlement

SUDAN

16 Sudanese transactions were egregious because 
the lack of transparency was purposeful, but the 
number paled by comparison to other cases before 
OFAC  

3 large transactions accounted for 88% of the base 
penalty amount. Payments typically related to 
agriculture; they were ANZ’s 1st violations of such a 
nature; there was substantial cooperation & prompt 
remedial action

ANZ – USD5.7M settlement

CUBA

Transactions involved a non-egregious voluntary 
self-disclosure… The evidence did not suggest that 
ANZ deliberately acted to conceal information or 
establish procedures to deliberately circumvent the 
CACR.



ANZ – USD5.7M settlement

CUBA contd.

14 complex transactions involved USD/EUR bridge 
loans, Forex conversions & swaps - settling offshore 
payments for Cuban nickel

1 crossed-check Cuba / Nigeria

Dealing in blocked property

CREDIT SUISSE – USD536M settlement

• Global aggregate – OFAC, DOJ, DANY  
+ FED C&D w/ FINMA assistance

• IEEPA / TWEA – Iran, Sudan, Cuba, Libya, Taylor’s Liberia

• Aug ‘03 – Dec ’06   5,138 transfers c.USD645M thru US 
banks (not VSD)

• Sep ‘02 – Jun ‘06    176 securities transactions c.USD152M  
London thru United States using code names  (VSD)

CREDIT SUISSE – USD536M settlement

“Credit Suisse used cover payments to avoid 
referencing parties subject to U.S. sanctions and 
omitted, removed, or provided incorrect  information 
in payment messages to conceal the identities of 
U.S. sanctions targets in electronic funds transfers 
executed through the United States and in securities 
transactions executed in the United States.”



CREDIT SUISSE – USD536M settlement

Total combined base penalty for all apparent violations 
= USD1.7 billion

“OFAC mitigated the total potential penalty based on CS’s extensive and 
substantial cooperation, its remediation, the fact that OFAC had not 
issued a penalty notice or FOV against CS in the 5 years preceding the 
transactions at issue, and CS’s willingness to enter into tolling 
agreements with OFAC. CS substantially cooperated with OFAC by 
engaging an independent consulting firm to conduct an extensive 
review of all applicable incoming and outgoing payment messages 
during the review period and providing that information to OFAC in a 
comprehensive and well�organized manner. Mitigation was also 
extended because CS agreed to settle the allegations of violations. “

LLOYDS – USD217M settlement

• Obligation to pay was deemed satisfied by prior 
payment of USD350M to DOJ / DANY arising out of 
the same pattern of conduct.

• Lloyds had a policy of intentionally manipulating & 
deleting information about U.S. sanctioned parties—
notably  Iran, Sudan, & Libya—in wire transfer 
instructions executed on behalf of its bank & non-
bank customers.

LLOYDS – USD217M settlement

• Jun ‘03 – Aug ‘06: at least 4,200 transfers 
USD36,988,457

• Lloyds indicated it terminated activities, including 
ceasing USD clearing for Iranian bank customers in 
2003 & cooperated fully with OFAC.

• Substantial lookback regarding USD payments 
performed.  Annual prospective review for 2 years 
w/ 3rd party & scope of review approved by the FSA. 



LLOYDS – USD217M settlement

“Although not a VSD, OFAC mitigated based on 
substantial cooperation,  prompt  & thorough 
remedial response, & no OFAC enforcement actions 
over the previous 5 years. “

DHL – USD9.4 M Settlement

• OLD GUIDELINES w/BIS

• Iran, Sudan, Syria & recordkeepingrecordkeeping

•• single reject report filed by a bank indicated that single reject report filed by a bank indicated that 
a U.S. company had shipped goods to Irana U.S. company had shipped goods to Iran

•• Documents from company pursuant to Documents from company pursuant to ““602602””
included DHL air waybillincluded DHL air waybill

DHL – USD9.4 M Settlement

•• 6 year investigation (begun in Oct. 6 year investigation (begun in Oct. ’’03) focused 03) focused 
on Iran, but DHLon Iran, but DHL’’s recordkeeping lapses s recordkeeping lapses 
accounted for most of USD9.4 M Settlement accounted for most of USD9.4 M Settlement 

• In more than 14,000 instances over 5 years, DHL 
could not document what it sent to Iran; in many 
instances, the air waybills were missing; in other 
instances, the air waybills did not contain a 
description of the goods sent



“E-Gold” – USD2.9M Penalty

• Gold & Silver Reserve, Inc. exported financial 
services to Iran, without a license, by activating 
56,739 “e-currency” accounts through its website for 
persons located in Iran and dealt in blocked property 
in the form of 69 “e-currency” accounts in which 
Cuban Nationals had an interest

• It was not a voluntary self-disclosure.

“E-Gold” – USD2.9M Penalty

• Penalty amount could have been substantially 
higher, but was reduced to account for payments 
under other USG enforcement actions (criminal 
forfeiture - money judgment of USD1,750,000 + a 
criminal penalty of USD300,000)

• OFAC payment = USD2,950,000

• The Penalty Notice, as with all such notices, was 
web-posted.

Coordinated Enforcement

More coordinated enforcement actions coming

– OFAC, DOJ, DANY, BIS, Domestic/Foreign 
Regulators

– Particularly in major cases



Effective September 1995

Transparency Issues Are Not New

Now What?

Read the Guidelines…

Structure your Compliance Programs accordingly!

… and … be careful out there!


